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CONSUMERS CAUTIONED TO BE AWARE OF IDENTITY THEFT SCAM
Con artists using cell phone texts to solicit personal info

The Delaware Attorney General’s Office warns consumers of a new “smishing” scam in which

consumers are asked to respond to a cell phone text message stating there is a problem with their bank account. The text message, otherwise known as an “SMS” (Short Message Service), provides a tollfree number to call. That toll-free number, however, actually connects consumers with scammers who ask for personal information for illicit purposes.
Smishing is a cell phone text version of the common e-mail “phishing” scam, in which
consumers receive messages from what appears to be a legitimate website, such as a bank. These messages claim that there is a problem with their account or state that consumers’ information needs to be updated, and they ask consumers to click on a link to a webpage where they are directed to provide personal information.
Both smishing and phishing scams are operated by con artists who seek to collect personal information from unsuspecting victims. The Attorney General’s Office strongly cautions consumers to NOT respond to these texts or e-mail messages. Rather, consumers should call the customer service number of the company that allegedly sent the message to verify that the message is legitimate. If you have been a victim of a smishing or phishing scam you are urged to call the Attorney General’s toll-free Consumer Hotline at 1-800-220-5424 or email consumer.protection@state.de.us.
Learn more about protecting yourself from identity theft by calling the Attorney General’s
Consumer Hotline at 1-800-220-5424 or visiting www.attorneygeneral.delaware.gov/consumers.
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